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Quick Start Guide
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Introduction

Unity Health is transitioning to using Microsoft 365, this includes the full suite of Office software
including SharePoint and Teams. To access Office 365 applications on your phone or from the web,
a multi factor authentication application called Microsoft Authenticator needs to be set up on your

phone.

Why do | need to setup multi-factor authentication (MFA)?

Microsoft 365 is a cloud-based platform, which means it’s hosted by a third-party provider and
delivered over the Internet. This process requires additional levels of verification at login to ensure
that data is kept safe and secure. Multi-factor authentication is required for all off-network logins to
Microsoft 365 applications (Outlook, Teams, SharePoint).

As an alternative to the Microsoft Authenticator app, the Digital HelpDesk can be called to provide a one-
time passcode to access Microsoft 365 resources requiring multi-factor authentication.

Setting Up Microsoft Authenticator
Instructions Screenshot
1. Onyour computer, click on the URL to
manage your Office 365 account:
https://myaccount.microsoft.com/?ref=
MeControl
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Instructions Screenshot
2. Login using your Unity Health Email and
Password B= Microsoft
Sign in
Email, pt
1

B Microsoft

name @unityhealth.to

Enter password

—

2

BF Microsoft

[ FT ——_——
B Micros:

3. Ifyou are prompted for an Authenticator
code at this point and do not have one,
please call the HelpDesk (416-360-4000
ext. 44357) for a Microsoft MFA reset.

Approve sign in request Approve sign in

- @ Tap the nu you see below in your
& Opmiye

Micrasabt Authenticator app to sagn in

83

or

If you can complete the multifactor
authentication on your device at this step
then your Microsoft MFA is already setup.
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Instructions Screenshot

4. Upon sign-in, you will be prompted to

provide more information. Click Next BE \ficrosoft

@unityhealth.to

Action Required

Your organization requires additional security
information. Follow the prompts to download and
set up the Microsoft Authenticator app.

Use a different account

Learn more about the Microsoft Authenticator app

Next

5. Onyour phone, go to your App Store
6. Search “Microsoft Authenticator”
Apple App Store Link
Google Play Store Link

NOTE: Ensure you download the official
application by Microsoft, there are other
apps that have similar applications and
may ask for payment.

7. Download and install on your phone

8. Click “Next” on the computer screen Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose “Next

[ =]

se 3 different authenticator app
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Instructions
9. Click “Next” on your computer screen to

begin setup of your Microsoft
Authenticator account.
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Screenshot

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Authenticator app

Set up your account

In your app, add a new account.

10. In the Microsoft Authenticator app on
your phone, select “+” in the upper right
corner or select the “Add

account” button.

11. Select “Work or school account”.

Authenticator

Ready to add your first account?

Any Microsoft account or other type of
account you add will appear here,

\

Add account

have a backup?
B YOUr ACCaUn

Begin recovery

< Accounts

WHAT KIND OF ACCOUNT ARE YOU ADDING?

=. Personal account

Work or school account

Other (Google, Facebook, etc.)
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12. Select the option to “Scan QR code”
option on your phone.
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Screenshot

WHAT KIND OF ACCOUNT ARE YU ADDIMG?

[ | |
Persondl sccount
| i

H Other (Google, Facehook, ele)

@l When you are signed in with your parsonsl account, all
stored passwords, addresses, and other avtofill info
will be available on this davice.

Add work or school account

Scan QR code

Sign in

Cancel

. SECUTTUY 1T
13. Anew QR code will appear on your y
computer screen. ettt sign n me) (LA TTS
A e Your account provider will display 2 QR code.
14. Using the Microsoft Authenticator app, .
Q

point your phone at the computer screen
to scan the new QR code that appeared
(NOT the QR code in this document).

pp to scan the QR code. This will connect the Microsoft Ay

se "Next".

Can't scan image?

Back I
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screen. On your mobile device, a code
prompt will appear.

- On your mobile device, enter the code
shown on your computer.

- On your mobile device, select Yes.
Select Done
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Screenshot

15. On your computer, a code will appear on

Microsoft Authenticator

v/

Let's try it out

Approve the notification we're sending to your app by entering the number show|

86

O Are you trying to sign in?

unityheaith 1o
yourname Bunityhealth to

Enter the number shown 10 sign in.

NO, ITS NOT ME

| CANT SEE THE NUMBER

Back

16. Select “Approve” if prompted on your
phone. Your authenticator app is now
setup correctly. Click “Done”.

Success!

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Great job! You have successfully set up your security info. Choose “Done” to continue signing in.

Default sign-in method:

D Authenticator app
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